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a b s t r a c t

Voice over the Internet protocol (VoIP) is being rapidly deployed, and the convergence of

the voice and data worlds is introducing exciting opportunities. Lower cost and greater

flexibility are the key factors luring enterprises to transition to VoIP. Some security prob-

lems may surface with the widespread deployment of VoIP. In this article, we discuss these

security problems and propose a high-level security architecture that captures required

features at each boundary-network-element in the VoIP infrastructure. We describe

mechanisms to efficiently integrate information between distributed security components

in the architecture.

ª 2009 Elsevier Ltd. All rights reserved.
1. Introduction transition to VoIP. VoIP should not, however, be installed
Voice over the Internet protocol (VoIP) is being rapidly

deployed and is adding a third dimension to voice commu-

nication – with public switched telephone networks (PSTN)

and cellular networks being the other two. VoIP can be used to

call any PSTN telephone or mobile phone anywhere in the

world. Although certain services can only function on

a computer or a special VoIP phone; others allow a caller to use

a traditional phone with an adapter. VoIP promises to enable

migration of the existing circuit-switched, public switching

telecommunication network to a packet-switched network.

With widespread acceptance by telecommunication markets

of all sizes, advanced VoIP features have started emerging.

However, the convergence of the voice and data worlds

introduces security risks, not just opportunities. Lower cost

and greater flexibility are key factors luring enterprises to
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without careful consideration of the security problems that it

can introduce.

To facilitate the ensuing discussion, we briefly describe the

basic VoIP network architecture. The VoIP infrastructure can

be visualized as three layers: end user equipment, network

components, and a gateway to the traditional telephone

network (Fig. 1). We define each of these layers as follows.

1. End-user equipment:

The end-user equipment provides an interface for users to

communicate with other end users. Equipment can be ‘‘hard

phones’’ with an interface similar to a conventional telephone

or a ‘‘soft phones,’’ software that emulates a telephone. The

security of such end-user components depends on how they

are installed. Mostly, this end-user equipment is often
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Fig. 1 – VoIP network.
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deployed in campus networks, at home, or in hotels. Rarely,

however, does the equipment have security features built in,

making them vulnerable to exploitable flaws.

2. Network components:

VoIP normally uses the existing IP network and thus

inherits its vulnerabilities. Each network component has its

own security concerns, which have surfaced over the past few

years. Adding voice traffic to these components increases

their list of vulnerabilities. The IP network components,

including routers, switches, and firewalls, must also be VoIP-

aware to provide security features specific to VoIP.

3. VoIP Gateways:

Gateways play an important role in integrating the IP

network with the PSTN; thus, care should be taken to ensure

that its security policies do not introduce vulnerabilities. The

primary functions of a VoIP gateway include voice compres-

sion or decompression, signaling control, call routing, and

packetization. VoIP gateways interface with external

controllers such as session initiation protocol (SIP) proxies,

H434 gatekeepers, media gateway controllers (MGCs), network

management systems, and billing systems. These interfaces

can be a potential weakness because malicious attackers can

exploit them to make free telephone calls. Any security

framework must counter these attacks quickly and efficiently.

Security issues in VoIP are unique and, in most cases, quite

complex. This paper describes each component of the VoIP

infrastructure and its corresponding security issues and then

outlines a VoIP security framework. In Section 2, we discuss

security provisions in the existing VoIP protocols and how

effectively these provisions enable secure communication. In

Section 3, we enumerate attacks that threaten VoIP networks

and follow the enumeration with a discussion of solutions

that could mitigate these vulnerabilities. In Sections 4 and 5

we discuss the important topics of soft phone security, PSTN–

VoIP interoperability (using for example the Electroninc
Please cite this article in press as: Dantu R et al., Issues and cha
j.cose.2009.05.003
Number (ENUM) protocol), and intrusion detection (Mukher-

jee, 1994; Axelsson, 2000). Finally, in Section 6, we outline

a VoIP architecture that would address most of these security

issues.
2. Security threats in VoIP protocols

We classify VoIP protocols broadly as either signaling protocols

or media transport protocols:

� Signaling protocols: These protocols control signaling services

such as call setup and termination. They also handle

management, establishment, setup negotiation, modifica-

tion, and teardown of sessions.

� Media transport protocols: These protocols control digitizing,

encoding, decoding, and ordering of voice samples for real-

time communication.

These VoIP protocols were not designed with security as

a primary concern. Though their latest versions have incor-

porated some security features, they are still not fully secure.

For example, the SIP is unaware of media misuse. Gupta and

Shmatikov (2006) present a structured security analysis of the

VoIP protocol stack, which comprises signaling through the

SIP; session description protocol (SDP); key establishment,

such as session description (SDES), multimedia keying

(MIKEY), and real-time transport protocol (ZRTP); and secure

media transport protocols such as secured real-time \protocol

(SRTP). The authors claim that a replay attack on SDES pres-

ents the most serious attack because replay attacks cause

SRTP to repeat the key-stream used for media encryption,

thus breaking transport-layer security. Clearly, security

features built into the protocols need to be enhanced to ensure

secure communication and defeat threats such as replay

attacks. However, security administrators encounter a large

number of diverse protocols available in the market today and

need a method to determine whether such protocols address

security concerns. To avoid security breaches, VoIP protocols
llenges in securing VoIP, Comput. Secur. (2009), doi:10.1016/
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need to address issues such as authentication, integrity, and

privacy as follows:

� The authentication function ensures that endpoints

participating in the conference are indeed who they claim

to be.

� The integrity function provides a means to validate whether

the packet contents were tampered with while they were in

transit.

� Privacy is provided by encryption to ensure that the data

cannot be intercepted by eavesdroppers.

In Table 1, we give a brief description of the primary VoIP

protocols and how they address security issues. In the

following sections, we examine how attackers can exploit

vulnerabilities and some possible solutions for preventing

exploitations.
Table 1 – Prominent VoIP protocols and their approaches to se

Protocol Brief description

H.323 (Signaling) / The H.323 protocol is based on a connection-or

paradigm that accommodates video conferenc

and basic telephony.

/ As H.323 uses packet communications system

(Goode, 2002), it can be integrated into persona

computers and routers or can be implemented

stand-alone devices.

SIP (Signaling) The SIP is an application-layer control protocol th

establishes, modifies, or terminates user sessions

(Rosenberg et al., 2002).

/ Within this text-based client-server protocol, t

client initiates SIP requests, and a server respo

those requests.

SCCP (Signaling) The skinny client control protocol (SCCP) is a Cisc

proprietary protocol used between Cisco Call Man

and Cisco VoIP phones.

RTP (Media) The real-time transport protocol (RTP) defines

a standardized packet format for delivering audio

video over the Internet. According to RFC1889

(Schulzrinne et al., 1996), the services provided by

include the following:

/ Payload-type identificationdindication of the k

content being carried

/ Sequence numberingdprotocol data unit (PDU

sequence numbers

/ Time stampingdpresentation time of the cont

being carried in the PDU

/ Delivery monitoring

It is possible to capture legitimate packets and ins

them into another RTP stream, which acts as a ki

replay/insertion attack to impersonate a legitimat

(Richard Kuhn et al., 2004).

RTCP (Media) The real-time transport control protocol provides o

band control information for an RTP flow. The pri

function of the RTCP is to provide feedback on th

quality of service being provided by the RTP.

Please cite this article in press as: Dantu R et al., Issues and cha
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3. Survey of attacks and solutions

Attackers typically target the most popular and well-publi-

cized systems and applications. VoIP has become one such

application. Several VoIP weaknesses have been revealed

recently, which protocol designers need to address before

successfully deploying VoIP on a global scale. In this section,

we present a study of attacks on a VoIP infrastructure. We

classify attacks into five primary types in Table 2. Further, we

discuss approaches that have been adopted to counter

attacks. This survey has enabled us to design a high-level

architecture (Table 3), which we present in Section 7. Since we

have collected the information in this section from a variety of

sources, we cannot attest to the accuracy of all the given

information. We believe, however, that vendors have patched

the security flaws in each instance.
curity.
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l
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/ H.323 relies on the H.235 standard to provide security

(Goode, 2002). The H.235 standard addresses many

common security issues, including authentication,

integrity, privacy, and non-repudiation.

/ H.323 can also use a secure socket layer (SSL) for

transport-layer security.

at

he

nds to

SIP uses two main security mechanisms: end-to-end and

hop-by-hop (Salsano et al., 2002).

/ In end-to-end protection, hypertext transfer protocol

(HTTP) digest provides authentication. SIP body

encryption utilizes the secure multipurpose Internet

mail extension.

/ In a hop-by-hop mechanism, encryption is sup-

ported, and the SDP conveys the SSL keys for media

encryption (Kent and Atkinson, 1998).

The PROTOS (Oulu University Secure Programming

Group) test-suite is a tool available to evaluate imple-

mentation-level security and robustness of SIP

implementations.

o

ager

Secure SCCP, which is a newer version of SCCP, uses

a TCP connection rather than the user datagram

protocol (UDP) and encrypts call control information.

and

RTP

ind of

)

ent

ert

nd of

e user

SRTP (Baugher et al., 2004), a security profile for RTP,

aims to provide confidentiality, message authentication,

and replay protection.

/ SRTP does not encrypt RTP headers that include

information such as payload type, synchronization

source identifier, and time-stamp.

/ SRTP counters replay attacks by using a sliding

window and ‘‘replay list.’’

/ SRTP mitigates denial or service attacks by using

stream ciphers.

The challenge when using SRTP is to find a means for

provisioning key distribution and management.

ut-of-

mary

e

The RTCP itself does not provide any flow encryption or

authentication means. The SRTCP (Baugher and Carrara,

2006) protocol can be used for that purpose.
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Table 2 – A Summary of VoIP Attacks and Responses.

Attack type Attacks reported Proposed solutions

Denial of

Service (DoS)

/ Certain VoIP phones were susceptible to both DoS

attacks and communication interception vulnerabil-

ities (Leyden, 2004).

/ Certain VoIP routers were vulnerable to malicious

traffic (Leyden, 2004).

/ An open-source IP private branch exchange (PBX) and

an open-source VoIP client had vulnerabilities that

could allow hackers to compromise VoIP networks

with DoS attacks (Network computing, 2006).

/ Another type of virtual private network (VPN) routers

allowed remote attackers to cause a DoS (crash) via

an IP security Internet key exchange (IKE) packet with

a malformed Internet security association and key

management protocol (ISAKMP) (National Cyber-

Alert System).

/ Another type of IP phones was rendered unusable by

bombarding them with specific IP traffic (Mier et al.,

2004; Franklin, 2007).

/ Firewalls filter unwanted traffic. However, filtering

induces time delay that reduces quality of service.

/ Special-purpose hardware (such as routers and

switches) prevents the attacker from gaining unau-

thorized access.

/ VoIP-aware hardware can distinguish VoIP traffic.

/ Effective authentication systems can prevent unau-

thorized access to infrastructural components.

/ Recovery systems can recover as quickly as possible

after an attack attempt.

Packet Spoofing and

Masquerading

/ Recently, a bank and an online payment service were

victims of attacks in which the attacker calls a credit-

card customer and dupes the customer into revealing

account information by claiming that there has been

fraudulent activity on their account (Jackson Higgins,

2006).

An effective authentication module combined with

encryption would be an effective solution to

masquerading and spoofing attacks.

Eavesdropping / The Internet Security Systems (ISS) X-Force team

discovered VoIP security flaws in a vendor’s call

manager that would give an attacker the ability to

eavesdrop or redirect calls and gain unauthorized access

to networks running the VoIP products (VoIP Magazine

Editorial Staff, 2005; Wright et al., 2008; McMillan, 2008).

If attackers exploited the vulnerabilities, they could set

off a heap overflow within the call manager, causing

a DoS condition and compromising the call manager.

Long (2002) recommends four strategies to prevent

eavesdropping:

/ Employing flawless hardware.

/ Ensuring that access to wiring closets is restricted to

authorized personnel only.

/ Implementing port-based MAC address security on

any vulnerable network point; for example, on

a reception courtesy phone.

/ Initiating a procedure to regularly scan the network

for devices running in promiscuous mode.

Encryption of VoIP traffic, although a good method for

preventing eavesdropping, adds additional overhead.

VoIP Spam

and Phishing

/ Gonsalves (2006) reports an attack in which a con

artist sent VoIP spam disguised as if coming from

a small bank and collected personal identification

numbers.

/ Recently, an attacker sent e-mails that appeared to

come from the account verification team at an

online-payment service. Unlike most phishing

schemes that direct the recipient to a fraudulent Web

site, this scam instructed victims to call a phone

number, where they were asked to divulge account

information (Ryst, 2006).

/ A security vendor reported a worm that spreads

through the chat feature of a popular VoIP service

(Kirk, 2006). Users received a message asking them to

download a file called ‘‘sp.exe.’’ The executable was

a Trojan horse that can steal passwords. If a user runs

the Trojan, it triggers another set of code to spread

itself.

/ Dritsas et al. (2007) and Marias et al. (2007) have

introduced protocol oriented vulnerabilities specific

to SIP.

/ Filter traffic based on frequency and duration. A filter

can identify calls likely to be spam on the basis of the

frequency and duration of the calls. Qovia recently

filed two patent applications for this technology

designed to thwart spam over Internet telephony

(SPIT) (Celeste Biever, 2004).

/ Detection and mitigation of SPIT networks using

signaling protocol analysis uses analysis of the VoIP

signaling messages which can assist service

providers in detecting spam activity targeting their

customers. MacIntosh et al. proposed this solution

(MacIntosh et al., 2005).

/ Dantu and Kolan (2004, 2005) use a voice spam

protection algorithm. They utilize user feedback to

calculate a caller’s reputation value using a Bayesian

inference function, taking into consideration the

caller’s past history.

/ Trust enforcement in peer-to-peer (p2p) VoIP

networks uses a trust enforcement framework con-

sisting of computation and memory bound functions

that associate trust implicitly to the p2p VoIP entities

(Banerjee et al., 2006).

/ Reputation-based spam filtering, from Rebahi and

Sisalem (2005), is a spam-blocking algorithm in which

a reputation network manager is built from an SIP

repository.

(continued on next page)
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Table 2 (continued )

Attack type Attacks reported Proposed solutions

/ Socio-technical defense against voice spamming is

a multi-stage, adaptive spam filter that uses presence

(location, mood, time), trust, and reputation to detect

spam in voice calls. It was proposed by Kolan and

Dantu (2007).

/ Gritzalis and Mallios (2008) have also identified the

need for the identification of spam at the signaling

phase and have proposed a framework for spam

mitigation in SIP environments.

/ Soupionis et al. (2008) propose an adaptive policy-

based approach for the management of voice spam.

The approach is based on the definition of a set of

rules along with actions and controls to mitigate the

attacks.

Toll Fraud The financial implications of toll fraud are more

profound than perceived by telephone subscribers. The

Communications Fraud Control Association (CFCA)

conducted a world-wide survey in 2006

(Communications Fraud Control Association) and

estimated that telecommunication fraud losses range

from US $54.4 to 60 billiondup 52% from the 2003 CFCA

survey results.

/ In a recent scam (Blackwell, 2006), a Spokane resident

hacked into an unprotected corporate IP network and

into the networks of several VoIP providers. He routed

traffic from the company’s customer through the

corporate network to the VoIP providers. The

providers were left with the interconnect chargesdas

much as $300,000 per victim.

/ A Miami service provider was reported to have

hacked into other provider networks, routing his

customers’ calls onto their networks and then billing

his customers (Teal, 2006).

VoIP providers can prevent toll fraud by properly

configuring firewalls and by protecting ports. VoIP

providers must also actively monitor their networks, so

that they know who is accessing the network and with

what frequency and who is generating what kind of

traffic.
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4. Soft phone security

A soft phone is an application that enables using the computer

as a telephone by streaming audio. Most attacks we discussed

in Section 3 exploit vulnerabilities when a soft phone is used.

In this section, we take a deeper look at security concerns that

arise when a soft phone is used.

With the widespread acceptance of VoIP and its price

advantage, many leading Web service firms are trying to

make their presence known in this field. Skype, one of the first

firms to capitalize on VoIP, provides a p2p Internet telephony

network. The Skype communications system is notable for its

broad range of features, including free voice and video

conferencing. Since Skype is closed-code software, there has

been a lot of debate about its security features. Yahoo and

Google also have similar applications that allow users to

make calls for a low cost. Recently, Microsoft unveiled its

Office Communicator 2007, a unified communications client

with a VoIP soft phone and Web, audio, and video confer-

encing. We can expect an increasing number of such appli-

cations as VoIP becomes more attractive to users, but

addressing the security issues discussed in Section 3 will be

a challenging task.

As an application, soft phones can have full access to

system resources. They can, therefore, take advantage of the
Please cite this article in press as: Dantu R et al., Issues and cha
j.cose.2009.05.003
privileges of the user who started the soft phone. If the user

has administrative rights, the soft phone application can

access critical system information. Some of the more

common activities that hackers may use to exploit this

vulnerability are i) listening to any inputs on the soundcard, ii)

reading files and transferring them elsewhere, iii) capturing

data being sent to the screen or coming in from the keyboard,

iv) scouring your machine to look for passwords, v) disabling

antivirus or other protective tools, and vi) monitoring the local

area network (LAN) that the computer is attached to and even

attacking other machines.

Because the soundcard is always powered on in a personal

computer (PC), an attacker’s invasive application could switch

on the microphone at any time to listen. The soft phone is also

a good tool for hackers to send Trojan horses through

a network. In addition, soft phones make segregating the

voice and data network more difficult. With all these potential

attack points, the operating system’s security features will

determine the success of soft phones. Any weakness in the

operating system (OS) will make it easier for attackers to insert

malicious applications. This threat to the OS is especially

aggravated when soft phones run on devices such as personal

digital assistants (PDAs), which lack full-fledged secured OSs.

Clearly, the industry must address the security issues related

to soft phones before soft phones can be considered reliable

means of communication.
llenges in securing VoIP, Comput. Secur. (2009), doi:10.1016/



Table 3 – A high-level security VoIP architecture with enhanced security features.

Type of threat Media gateway
controller

Proxy server IP PBX End-user equipment

DoS Rate controller

Authentication module

Application-level

firewall (external)

Rate controller

Authentication module

Authentication module

Application-level

firewall (internal)

Authentication module

Application-level

firewall (internal)

Spam and phishing Spam and

phishing filter

Spam and phishing filter with

B Presence feedback

B User feedback

B Call history

B Nuisance detector

Spam and phishing filter with

B Presence feedback

B User feedback

B Call history

B Nuisance detector

Spam and phishing filter with

B Presence feedback

B User feedback

B Call history

B Nuisance detector
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5. Security issues due to PSTN-VoIP
internetworking

VoIP and PSTN currently coexist despite their technical

differences. Internetworking PSTN and IP networks presents

a significant challenge because VoIP and PSTN use widely

varying infrastructures and protocols. Interoperability issues

arise because of differences in protocols, vendor imple-

mentations, the carrier used, and the services provided. These

interoperability issues need to be addressed at every inter-

connection point of the network components.

Today, interoperation is made possible by using the

signaling transport protocol (SIGTRAN) (Ong et al., 1999) –

a protocol suite proposed by the Internet Engineering Task

Force (IETF). This suite allows any subscriber in either network

to transparently call a subscriber in another network. Unfor-

tunately, this internetworking makes the infrastructure more

vulnerable to attacks. The following are examples of two

attacks:

� Compromised signaling nodes: Internetworking increases the

possibility of signaling nodes’ being compromised in the

signaling system (SS7) or IP networks. The compromised

node can then exploit the signaling messages to disrupt

telephone services.

� Spoofed and fabricated signaling messages: Spoofing can be

used to compromise data integrity and thus prevent the use

of the technology in critical domains. When VoIP and PSTN

interwork together, the traffic passing through the gateways

must be screened. SS7 network’s gateway screening, the only

widely deployed security solution available today, does not

check the actual content and structure of the VoIP signaling

messages. The inability to interpret or properly parse

messages with inappropriate content may cause a serious

problem at the signaling node and thereby affect telephone

services.

Most current research assumes that the PSTN network is

already secure and focuses on securing the IP network. The

internetworking of VoIP and PSTN, however, poses new

threats to the traditional PSTN network. Thus, system
Please cite this article in press as: Dantu R et al., Issues and cha
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administrators must take great care when plugging security

gaps created by the internetworking of VoIP and PSTN.
6. Security architecture for VoIP

Sections 2–5 have discussed the vulnerabilities of a VoIP

network in detail. In this section, we propose a high-level

security architecture that shows the security features needed

at each level in the VoIP infrastructure in order to counter

security threats. It should be clear that the proposed archi-

tecture is a general solution that needs to be instantiated for

different threats and network deployments.

Table 3 summarizes the security functions needed in the

various network components to address each security

concern. Fig. 2 gives a pictorial representation of how these

components should be deployed. The components from Fig. 2

have been represented in Fig. 1 but are now enhanced with the

use of information fedback from other components. Each

component shown in the architecture diagram can be imple-

mented in several ways. For example, consider the spam filter.

It can use the voice spam protection algorithm by using user

feedback as proposed by Dantu and Kolan (2004, 2005) and

Kolan and Dantu (2009). This algorithm calculates the caller’s

reputation value with a Bayesian inference function, taking

the caller’s past history into consideration. As another

example, mechanisms proposed for detecting spam e-mails

(Palla and Dantu, in preparation, 2006) can be deployed in VoIP

systems with some modifications. A variety of filtering tech-

niques have been proposed to restrict spam e-mails. Most of

these solutions employ content analysis. In VoIP networks, it

is too late detect spam after picking up the phone; so, to

counter this problem, we can base filtering on signaling

header analysis. Similarly, other components will also have

different implementations available from which the security

administrator must choose the best one depending on the

system’s configuration.

The security architecture suggested in this paper requires

explicit and implicit feedback from various components at

different levels. Fig. 3 depicts a logical flow of information in

the architecture diagram. The controllers contain the security

components defined in the security architecture.
llenges in securing VoIP, Comput. Secur. (2009), doi:10.1016/
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Explicit feedback is required to train filters used in the

security system. It can also be used by entities to report

suspicious activities. Some examples of the use of explicit

feedback are as follows:

/ Information provided by the user can flag a particular call

as spam.
Soft Switch
Security

Controller 

Proxy Server
Security

Controller 

IMPLICIT FEEDBACK
EXPLICIT FEEDBACK

Fig. 3 – Feedback
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/ A black list (normally used to filter spam) is used as a form

of explicit feedback for updating filters using formats like

extensible markup language (XML).

/ When a particular IP PBX detects a phishing activity, then

the PBX provides this feedback to other network compo-

nents to prevent phishing activity from that source in the

future.
IP PBX
Security

Controller 

Host
Security

Controller

controller.
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Fig. 4 – State diagram for a phone.
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Fig. 5 – Simplified state diagram for the Proxy to handle

explicit feedback from the phones.
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Implicit feedback information is derived without another

entity’s explicitly stating it. Some examples of the use of

implicit feedback are as follows:

/ Analysis of the user’s calling patterns for frequency and

duration provides useful (implicit) information for

improving the performance of a filter.

/ Presence information provides an important source of

implicit feedback because it can be used at several levels in

the security architecture to filter spam.

/ An increased call rate may implicitly signal a potential

attack. If the call rate originating from a host exceeds

a preset maximum, the IP PBX goes on alert status to

counter possible DoS attacks.

The above examples offer only a few situations in which

implicit feedback is useful. Feedback message flows, both

implicit and explicit, can be used to provide a robust authen-

tication system. The key exchange process between different

entities and other authentication procedures can use this

feedback system to remain updated. Protocols to exchange

relevant information between controllers should be deployed

as depicted in Figs. 2 and 3. Different components need access

to different types of information at different levels of

abstraction. For example, a firewall needs access to all

messages entering or leaving the network. A firewall can

supply the transaction logs useful to several other elements in
Please cite this article in press as: Dantu R et al., Issues and cha
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the network. Thus, an efficient information-sharing protocol

must guarantee that the required information is available to

components in a timely manner.

Protocols for recovery: Recovery mechanisms play a key

role in making VoIP systems robust. For example, consider

a scenario with a ‘‘virus’’ in an IP phone. If this phone spreads

the virus to other elements in the network, then we need

mechanisms for graceful shutdown and recovery of the

deceased elements in the network. These mechanisms should

not affect the throughput of the legitimate calls and cannot be

victims to the virus or some other attacks.

Figs. 4 and 5 exemplify how explicit feedback can be

a powerful ally to improve voice spam filters performance.

The end user can mark a specific call as spam and the infor-

mation from the call is asynchronously sent to the proxy. As
llenges in securing VoIP, Comput. Secur. (2009), doi:10.1016/



Fig. 6 – Results from the use of a PID controller at both host

and FW level (Dantu et al., 2007).
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seen in Fig. 4, a background process collects information of the

calls marked as spam and sends such information to proxy

after a pre-specified time interval; this is done to decrease the

communication overhead. However, different users may

perceive the call differently. That is, while a call is considered

a spam for user A it could be considered normal for user B.

Before updating the spam filter properties, as seen in Fig. 5,

based on the received information from the phones, the proxy

waits until a certain number of similar calls are flagged as

spam and only after the threshold is reached the filter is

updated. This approach potentially decreases the chances of

false negatives. As stated before, these are just examples of

how the proposed architecture can be used to improve the

security level of VoIP systems; the example is not intended to

be a comprehensive solution for voice spam. Another example

of how a feedback based architecture can help on security

issues is given by Dantu et al. (2007) where feedback from

infected machines is used to update the filter and contain

a spreading worm. Fig. 6 presents some results of experiments

conducted on worming containment. In the figure drop all

means that all suspect traffic is dropped from the queue; the

level of intelligence quantifies the percentage of proper iden-

tification of malicious package; and kill process is used to

terminate the process in the host node that is generating the

malicious traffic. The results are a clear indication that feed-

back combined with existing solutions for the identification of

malicious traffic provide a more efficient and comprehensive

solution (Dantu et al., 2007).
7. Conclusions

This paper outlines security issues in VoIP and suggests an

architecture that can assure security at different levels in the

VoIP infrastructure. Apart from the isolated incidents of

attacks on VoIP that we have discussed, we know of a few
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widespread attacks unique to VoIP systems; however, unre-

solved security issues could adversely affect the success of the

technology. Users have become accustomed to the 99.999%

reliability standard of the PSTN. Most will likely expect VoIP to

meet that service level as well. A breach that compromises

VoIP security would be detrimental to the public’s confidence

in the technology, further establishing the need for immediate

efforts to secure the VoIP infrastructure. The high-level

security architecture proposed can address the security

concerns to make the VoIP infrastructure more secure and

robust. Authors reported results on the several pieces of the

architecture, and further work involves putting the pieces

together.
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